
Privacy Policy 

LightLink Network Limited and its affiliates (hereina9er referred to as, “LightLink”, “we or our”) is 
commi@ed to safeguarding personal data. This Privacy Policy relates to our use and collecDon of 
personal informaDon and data relaDng to visitor and user who visits, access and/or use this 
website (“Website”) or any LightLink’s applicaDon or network (hereina9er referred to as “you”, 
“your” or “user”). With respect to user, LightLink is the data controller of your personal 
informaDon processed under this Privacy Policy. This Privacy Policy provides you with detail about 
how we use your personal informaDon. We use commercially reasonable physical, electronic and 
procedural measures to protect your personal informaDon in accordance with data protecDon 
legislaDve requirements, i.e., General Data ProtecDon RegulaDon 2016/679, and/or any data 
protecDon regulaDon in a competent jurisdicDon. This Privacy Policy does not apply to anonymized 
data as it cannot be used to idenDfy you. We will not use your personal informaDon for purposes 
other than those purposes we have disclosed to you in this Privacy Policy without your permission. 
By visiDng, accessing or using our applicaDons, blockchain network, our Website and/or any 
features on the Website, you acknowledge that we use your personal informaDon as set out in this 
Privacy Policy. Unless stated otherwise, we adopt in this Privacy Policy the defined terms used in 
the Term of Use (h@ps://lightlink.io/terms-of-use). 

1. We Value Your Privacy 

This Privacy Policy is intended to explain our privacy prac5ces and covers the following areas:  

• What personal informa5on about you we may collect;  
• Our use of cookies and similar technology;  
• How we may use your personal informa5on;  
• Whom we may disclose your personal informa5on to;  
• Our use of automated decision-making;  
• How we protect your personal informa5on;  
• How to contact us;  
• Your rights to prevent marke5ng and to access and update your personal informa5on; and  
• How changes to this Privacy Policy and the Cookies Policy will be made. 

By agreeing to this Policy through your con5nued use of our services and access to the Website, you 
agree to the terms and condi5ons of this Privacy Policy.  

2. InformaDon We May Collect About You (CollecDvely, “Personal Data”) 

2.1. We may collect the following personal informa5on from you when you access with our 
applica5ons, access with our network or register with us:  

• Contact Informa5on: name, email address, username or profile link to Facebook, Google, X 
(formerly known as TwiOer) and/or certain social network services 

• Account informa5on: username and password  
• Financial Informa5on: your Ethereum network address, cryptocurrency wallet informa5on, 

transac5on history, trading data, etc.  
• Correspondence: your feedback, response, and any informa5on you provided to our team via 

various channels, including social media channels. 

2.2. We may also automa5cally collect certain computer, device and browsing informa5on when you 
access our website and/or our applica5on or network:  

https://lightlink.io/terms-of-use


• Online iden5fiers: computer or mobile device informa5on, including internet protocol (IP) 
address, opera5ng system, browser type and version, internet service provider (ISP) 

• Website usage informa5on: user preferences, interac5on with others on the Website 
including any comments or posts that you make in our public discussion forums, photos or 
media that you upload to the Website, any other contents that you may provide to the 
Website and other data collected via cookies and similar technologies, referring/exit pages, 
opera5ng system, date/5me stamp, clickstream data, etc.  

• Loca5on informa5on or tracking details  
• Transac5on informa5on: the transac5on informa5on you made on LightLink applica5ons and 

network, transac5on amount and 5mestamp 

2.3. We may also collect personal informa5on about you from public databases or third party partner 
including: Reputa5onal informa5on or financial informa5on status on any poli5cally exposed person 
and sanc5ons lists digital asset transac5on record business ac5vi5es of corporate users other 
informa5on to help validate your iden5ty.  

2.4. We also collect personal informa5on disclosed by you when you contact us or respond to our 
communica5ons (e.g., email, social media, the contents of a message or aOachments that you may 
send to us and/or other informa5on that you choose to provide when you contact us). 

3. Uses Made of Your Personal InformaDon 

3.1. We may use your personal informa5on in the ways listed below:  

• To provide, personalize, maintain and improve our Website, service, applica5ons effec5vely 
to users; to administer, operate, maintain, customize, measure and improve our Website, 
applica5ons and network; to create and update users’ accounts; to process transac5on; to 
send informa5on including confirma5ons, no5ces, updates, security alerts and support and 
administra5ve messages; and to create de-iden5fied or aggregated data.  
 

• To develop our products and services; to evaluate new products and services and to improve 
our service quality, including by performing sta5s5cal analysis and repor5ng on transac5ons 
and Website usage.  
 

• For financial repor5ng, management repor5ng, audit and record keeping purposes. 
 

• To manage our risk: We may use your personal informa5on in managing the risk of our user, 
including for assessing and processing applica5ons, instruc5ons or requests from you, 
maintaining our infrastructure and complying with internal policies and procedures and 
monitoring the use of our Website. 
 

• To verify your iden5ty: If you are registering an account with us, for the purposes of 
providing products or services, including conduc5ng screenings or due diligence checks as 
may be required under applicable law, regula5on, direc5ve or our Terms of Use. 
 

• To provide safety and security for user and prevent fraud: We and other organiza5ons may 
also access and use certain informa5on to maintain the safety, security and integrity of you 
and our Website, and to prevent fraud as may be required by applicable law and regula5on 
and best prac5ce at any given 5me. Such use of informa5on may include (i) to protect, 
inves5gate and deter against fraudulent, unauthorized or illegal ac5vity; (ii) to monitor and 
verify iden5ty or Website access, combat spam, malware or security risks; (iii) to perform 
internal opera5ons necessary to provide our Website, including to troubleshoot so^ware 



bugs and opera5onal problems; (iv) to enforce our agreement with third par5es and address 
viola5ons of our Terms of Use; and (v) to comply with applicable security laws and 
regula5ons. If false or inaccurate informa5on is provided or fraud is iden5fied or suspected, 
details may be passed to law enforcement and fraud preven5on agencies and may be 
recorded by us or by them. 
 

• In connec5on with legal or regulatory obliga5ons: We may share your informa5on with law 
enforcement, regulatory authori5es and officials, or other third par5es when we are 
compelled to do so by a subpoena, court order, or similar legal procedure, or when we 
believe in good faith that the disclosure of personal informa5on is necessary to prevent 
physical harm or financial loss, to report suspected illegal ac5vity or to inves5gate viola5ons 
of our Terms of Use or any other applicable policies. We may also use your personal 
informa5on to otherwise comply with all applicable laws, regula5ons, rules, direc5ves and 
orders. 
 

• In order to communicate with you: We may use your personal informa5on to communicate 
with you, including providing you with updates on changes to Website, products and services 
including any addi5ons, expansions, suspensions and replacements of or to such features on 
the Website. 
 

• In connec5on with disputes: We may use your personal informa5on to address or inves5gate 
any complaints, claims or disputes and to enforce obliga5ons owed to us. 
 

• For research and development: We may use the informa5on we collect for tes5ng, research, 
analysis and product development to improve your experience. This helps us to improve and 
enhance the safety and security of our Website, improve our ability to prevent the use of our 
Website for illegal or improper purposes and develop new features and products. 
 

• For marke5ng: Subject to applicable laws and regula5ons, we may use your personal 
informa5on (including your on-chain addresses and/or social media informa5on (such as, but 
not limited to, your email address, X (formerly known as TwiOer) account, etc.) to inform our 
marke5ng strategy and to tailor our messaging to your needs. Where required by law, we will 
ask for your consent at the 5me we collect your data to conduct such marke5ng. An opt-out 
mechanism will be provided to you in each communica5on to enable you to exercise your 
right to opt out of any direct marke5ng. We never sell your informa5on. You may withdraw 
this consent/opt-out at any 5me without affec5ng the lawfulness of processing based on 
your prior consent. 

3.2. We do not rent, sell or share your informa5on with third par5es except as described in this 
Privacy Policy. We may share your informa5on with the following: 

• En55es in our group or our affiliates in order to provide you with our services; 
 

• Our third party service providers who provide services such as website hos5ng, data storage, 
data analysis, customer services, email delivery, audi5ng, and other services;  
 

• Credit bureaus and other third par5es who provide Know-Your-Customer (KYC) and An5-
Money Laundering (AML) services; 
 



• Poten5al or actual acquirer, successor, or assignee as part of any reorganisa5on, merger, 
sale, joint venture, assignment, transfer or other disposi5on of all or any por5on of our 
business, assets or stock (including in bankruptcy or similar proceedings); and/or 
 

• If required to do so by law or in the good faith belief that such ac5on is appropriate: (i) under 
applicable law, including laws outside your country of residence; (ii) to comply with legal 
process; (iii) to respond to requests from public and government authori5es, including public 
and government authori5es outside your country of residence; (iv) to enforce our terms and 
condi5ons; (v) to protect our opera5ons or those of any of our subsidiaries; (vi) to protect 
our rights, privacy, safety or property, and/or that of our subsidiaries, you or others; and (vii) 
to allow us to pursue available remedies or limit the damages that we may sustain. 

4. Automated Decision-Making 

Our opera5on of the Website relies on automated analysis of personal informa5on provided by you, 
alongside that received from AML and fraud preven5on agencies. For more informa5on on the an5-
fraud measures adopted by us, please see sec5on 7 of this Privacy Policy. We may use criteria such as 
your iden5fying informa5on (e.g., your name, email address, wallet address, or other informa5on) to 
validate your iden5ty against public records on an automated basis or without human/manual 
interven5on. We do this on the basis that it is necessary for us to enter into a contract with you. If 
you fail to meet these criteria, your applica5on to use our Website will be rejected. You may also 
request that we provide informa5on about our methodology and ask us to verify that the automated 
decision has been made correctly. We may reject the request, as permiOed by applicable law, 
including when providing the informa5on would result in a disclosure of a trade secret or would 
interfere with the preven5on or detec5on of fraud or other crime. However, generally in these 
circumstances we will verify (or request the relevant third party to verify) that the algorithm and 
source data are func5oning as an5cipated without error or bias. 

5. Transmission, Storage and Security of your Personal InformaDon over the Internet 

5.1. No data transmission over the Internet or website can be guaranteed to be secure from 
intrusion. However, we maintain commercially reasonable physical, electronic and procedural 
safeguards to protect your personal informa5on in accordance with data protec5on legisla5ve 
requirements. 
 
5.2. All informa5on you provide to us is stored on our or our service providers’ secure servers and 
accessed and used subject to our security policies and standards. Where we have given you (or 
where you have chosen) a password that enables you to access certain parts of our websites, you are 
responsible for keeping this password confiden5al and for complying with any other security 
procedures that we no5fy you of. We ask you not to share a password with anyone. 

5.3. Your personal informa5on may be accessed by staff or suppliers in, transferred to, and/or stored 
at, a des5na5on outside of European Union in which data protec5on laws may be of a lower 
standard. Regardless of loca5on or whether the person is an employee or contractor, we will impose 
the same data protec5on safeguards that we deploy herein. 
 
5.4. We will retain your personal informa5on for as long as is necessary for the processing purpose(s) 
for which they were collected and any other permiOed linked purpose (for example certain 
transac5on details and correspondence may be retained un5l the 5me limit for claims in respect of 
the transac5on has expired or in order to comply with regulatory requirements regarding the 
reten5on of such data). So if informa5on is used for two purposes, we will retain it un5l the purpose 



with the latest period expires; but we will stop using it for the purpose with a shorter period once 
that period expires. 

5.5. We restrict access to your personal informa5on to those persons who need to use it for the 
relevant purpose(s). Our reten5on periods are based on business needs, and your informa5on that is 
no longer needed is either irreversibly anonymised (and the anonymised informa5on may be 
retained) or securely destroyed.  

By way of example:  

• use to perform a contract: in rela5on to your personal informa5on used to perform any 
contractual obliga5on to you, we may retain that personal informa5on whilst the contract 
remains in force plus a further period (depending on jurisdic5on and other factors) to deal 
with any queries or claims therea^er; 
 

• copies of evidence obtained in rela5on to AML checks: in rela5on to your personal 
informa5on obtained in rela5on to AML checks, we may retain that personal informa5on in 
force for a 7 years to deal with any queries or claims therea^er; and 
 

• where claims are contemplated: in rela5on to any informa5on where we reasonably believe 
it will be necessary to defend or prosecute or make a claim against you, us or a third party, 
we may retain that informa5on for as long as that claim could be pursued. 

5.6. Digital Assets may not be fully anonymous as a result of the public digital ledgers reflec5ng these 
assets. Generally, anyone can view the balance and transac5on history of any public wallet address. 
We, and others who are able to match your public wallet address to other informa5on about you, 
and also may be able to iden5fy you from a blockchain transac5on. Furthermore, third par5es may 
use data analy5cs to iden5fy other informa5on about you. Please note that such third par5es have 
their own privacy policies and that we do not accept any responsibility or liability for their policies or 
processing of your personal informa5on.  

5.7. You need to help us prevent unauthorised access to your account by protec5ng and limi5ng 
access to your account appropriately (for example, by logging out a^er you have finished accessing 
your account). You will be solely responsible for keeping your account against any unauthorised use. 
While we seek to protect your informa5on to ensure that it is kept confiden5al, we cannot absolutely 
guarantee its security. Please be aware that no security measures are perfect or impenetrable and 
thus we cannot and do not guarantee the security of your data. While we strive to protect your 
personal informa5on, we cannot ensure or warrant the security and privacy of your personal 
informa5on or other content you transmit using our Website, and you do so at your own risk. It is 
important that you maintain the security and control of your account creden5als. 

6. Your Statutory Rights 

6.1 Access: you are en5tled to ask us if we are processing your informa5on and, if we are, you can 
request access to your Personal Data. This enables you to receive a copy of the Personal Data we 
hold on you and certain other informa5on about it to check that we are processing it lawfully. We 
process a large quan5ty of informa5on and can thus request, in accordance with the regula5ons, 
that before the informa5on is delivered, you specify the informa5on or processing ac5vi5es to which 
your request relates. 
 
6.2 Correc5on: you are en5tled to request that any incomplete or inaccurate Personal Data we hold 
about you is corrected. 



 
6.3 Erasure: you are en5tled to ask us to delete or remove Personal Data in certain circumstances. 
There are also certain excep5ons where we may refuse a request for erasure; for example, where the 
Personal Data is required for compliance with law or in connec5on with claims. 
 
6.4 Restric5on: you are en5tled to ask us to suspend the processing of certain parts of your Personal 
Data; for example, if you want us to establish its accuracy or disclose the reason for processing it. 
 
6.5 Transfer: you may request the transfer of a certain part of your Personal Data to another party. 
 
6.6 Objec5on: where we are processing your Personal Data based on a legi5mate interest (or that of 
a third-party) you may challenge this. However, we may be en5tled to con5nue processing your 
informa5on based on our legi5mate interests or where this is relevant to legal claims. You also have 
the right to object where we are processing your Personal Data for direct marke5ng purposes. We 
will inform you if we intend to use your informa5on for such purposes or if we intend to disclose 
your informa5on to any third party for such purposes. You can exercise your right to prevent such 
processing by not checking certain boxes on our marke5ng consent form. You can also exercise the 
right at any 5me by contac5ng us as set out below. 
 
7. Processing for AML & Fraud PrevenDon and DetecDon Purposes 
 
7.1 Before we provide our services under the Website to you, we undertake checks for the purposes 
of preven5ng fraud and money laundering. These checks require us to process personal informa5on 
about you. 
 
7.2. The personal informa5on you have provided, we have collected from you, or we have received 
from third par5es will be used to prevent fraud and money laundering and may be used to verify 
your iden5ty. 
 
7.3 In order to do so, we may provide informa5on to, obtain informa5on from, and verify informa5on 
with fraud preven5on and any enforcement agency. We will con5nue to exchange informa5on with 
such par5es while you have a rela5onship with us. 
 
7.4. We enable law enforcement agencies to access and use your personal informa5on to detect, 
inves5gate and prevent crime. 
 
7.5. AML and enforcement agency can hold your personal informa5on for different periods of 5me, 
and if you are considered to pose a fraud or money laundering risk, your data can be held for up to 
seven years. 
 
7.6. As part of the processing of your personal informa5on, decisions may be made by automated 
means. This means we may automa5cally decide that you pose a fraud or money laundering risk if 
our processing reveals your behavior to be consistent with money laundering or known fraudulent 
conduct, or is inconsistent with your previous submissions, or you appear to have deliberately hidden 
your true iden5ty. You have rights in rela5on to automated decision making as set out in sec5on 4 of 
this policy. 
 
7.7. As a consequence of processing, if we, or a AML & enforcement agency, determine that you 
pose a fraud or money laundering risk, we may refuse to allow you to access part of the Website or 
we may stop providing exis5ng services to you. 

8. Cookies Policy 



8.1. When you access our Website, we may collect informa5on from you through automated means, 
such as cookies, web beacons and web server logs. By using and accessing the Website, you consent 
to the placement of cookies, beacons and similar technologies in your browser and on emails in 
accordance with this Privacy Policy. The informa5on collected in this manner includes IP address, 
browser characteris5cs, device IDs and characteris5cs, opera5ng system version, language 
preferences, referring URLs, and informa5on about the usage of our services. 

8.2. Cookies are small text files that are placed on your computer by websites that you visit. They are 
widely used in order to make websites work, or work more efficiently, as well as to provide 
informa5on to the owners of the website. Cookies are typically stored on your computer’s hard 
drive. You may also wish to refer to hOp://www.allaboutcookies.org/manage-cookies/index.html. 

8.3. We may use this informa5on, for example, to administer the Website, to ensure that our 
Website func5ons properly, to evaluate the effec5veness of our Website, to determine how many 
users have visited certain pages or opened messages and what difficul5es our visitors may 
experience in accessing our Website, or to prevent fraud. We also work with analy5cs providers 
which use cookies and similar technologies to collect and analyse informa5on about use of the 
Website and report on ac5vi5es and trends. With this knowledge, we can improve the quality of your 
experience on the Website by recognising and delivering more of the most desired features and 
informa5on, as well as by resolving access difficul5es. We also use cookies and/or a technology 
known as web bugs or clear gifs, which are typically stored in emails to help us confirm your receipt 
of, and response to, our emails and to provide you with a more personalized experience when using 
our Website. 

8.4. We may use one or more third-party service providers, to assist us in beOer understanding the 
use of our Website. Our service provider(s) will place cookies on the hard drive of your computer and 
will receive informa5on that we select that will educate us on such things as how visitors navigate 
around our Website, what page are browsed and general transac5on informa5on. Our service 
provider(s) will analyse this informa5on and provide us with aggregate reports. The informa5on and 
analysis provided by our service provider(s) will be used to assist us in beOer understanding our 
visitors’ interests in our Website and how to beOer serve those interests. The informa5on collected 
by our service provider(s) may be linked to and combined with informa5on that we collect about you 
while you are using the Website. Our service provider(s) is/are contractually restricted from using the 
informa5on they receive from our Website for any other purpose than to assist us. Our service 
provider(s) may set and access their own cookies, pixel tags and similar technologies on our Website 
and they may otherwise collect or have access to informa5on about you which they may collect over 
5me and across different websites.  

8.5. If you do not want informa5on collected through the use of cookies, there is a procedure in most 
browsers that allows you to automa5cally decline cookies or be given the choice of declining or 
accep5ng the transfer to your computer of a par5cular cookie (or cookies) from a par5cular site. If, 
however, you do not accept cookies, you may experience some inconvenience in your use of the 
services from our Website. 

9. Changes to our Privacy Policy and/or Cookies Policy  

We may change the content of our Privacy Policy from 5me to 5me in the future. We therefore 
encourage you to review this policy from 5me to 5me to stay informed of how we are using personal 
informa5on. This Privacy Policy was last updated on 18 March 2024. 

If you have any ques5ons about this Privacy Policy, please contact us at legal@lightlink.io. 

http://www.allaboutcookies.org/manage-cookies/index.html

